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Recipes presented  by 



Hunting for GandCrab

• GandCrab Season
• Dissecting the Crab for edible parts and 

vaccines 
• Hunting For Crab
• Finding the right recipe to cook the Crab
• Using the our Recipe for different Ransomware-

as-a-Service (RaaS) families

What to expect in our kitchen
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Dissecting GandCrab



IV
Checks and Characteristics

• Focused on Versions 4 
till 5.2

• ты говоришь по 
русски?

• Salsa 20 vs. AES



V

- Skipping the following File 
extensions

- RSA to protect the Salsa20 KEY

Checks and Characteristics
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• GandCrab doesn´t crypt files in particular 
folders to avoid destroy the OS or 
programs in it.

• The malware encrypts files in all folders 
that its found that are allowed.

• Change the extension of the crypted files 
with “.KRAB”.

• Delete the Volume Shadow copies.

• Sends information of the victim machine 
to a list of hardcoded domains.

Checks and Characteristics
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• Total of 6 Vaccines
• The First most important Vaccine:

- Registry key alteration
- Binaries did run but didn’t encrypt
- Only a free GandCrab Wallpaper ;-)

• Public vaccine worked till version 5, 
almost 6 months!!

Building a Vaccine
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Building a Vaccine

Version 5 vaccine 

• Hidden Window, Persistent Atom 
to prevent re-encryption

• Mutex  name based vaccine
- Changed several times
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Victim Info





Hardcoded values as growth indicator

Crab hunting season is now officially open….



Crab Hunting with



Combined with custom tooling 
turned out to be a perfect net

But how do we cook a good 
Crab?





Mixing the ingredients 
together
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Meet nr 99
The most active Gandcrab

Affiliate

15,41,170 are other 
top affiliate numbers



GandCrab Version 5.2, Feb 2019; 
The big Affiliates left the party early.

Was there another 
party?

Or were numbers 
15, 41,99,170 
ready for bed?



Using our recipe for a different RaaS
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Gandcrab
Affiliate Structure
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2e36e4105896fae95cf5
42aee11e4c80e4451c2
4c89514501b718a7b10
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1c6e9d940963410d1ed
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c946b0f48bbc7079f6ec
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b1967a82aa094de6312
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02e667fbc2ab33b8140
adcf55265a209bad0f16
16ebd6f88963443c7a5
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3a54e0c4d396020138a
43031369548c3e6738d
524fa132dfb6611ff5bb4
650f7914a24f84838213
6b4f51f0d8e3a2b823e1
75841603fd770175326
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9bdb28af63059c04204
885e69f24b609c7dd7e
b2fd600234730660bd8
8f286ca2abef24f99a5d
d20ec132913933d9b9a
8ff4df6e75d5337a6ad5
90570c7611046d48f8d
964b0355cb2f02e298d
98164254301c7670ce8
9ab1d6bc819a90d51f9
a11af50e3587997e6feb
aaca0b25fa85ab4507d
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38833987fee70dda87b
3c7eadc395d4448cafcb
6c8de64e7bd03bbe932
6cb6fda0b353d411a30
72b88a31c6bd378ea66
7354af1a63f222ede4c9
75aab937577f6df274fa
92b2118d41fc377a11f8
9c65d2fd6624be4b0d3
bbf54ec53648d7b4f180
c56d816834400b4b960
f9a0b82ee0595a3a9ba
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3243544de4c345973a4
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4af953b20f3a1f165e7c
51d0e9f369573037606
58e8b758ea3967a2b2f
8b3db8216515f191723
fac2cf669daebaf56f2fd
6000b457610de78f95e
6f6ac812f004bdb64d7f
c81b771a8e8762a89b5
077dc183e36400011e6
53550156f5250bc445a
6dc266627079d874d81
841ac57a6873221cd16
a6640fc7926b9bf8c722
d77ffed3a6125dfb75b3
619bcc16546e3d7ddea
65aa793c000762174b2
6be0f4220e001e482cd
97436d45ed4dc0e0bed
a7ed885f3385527b96b
b94c4ae6d418c74bccb
fc219308d9811466fd0a
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08f98939b61a37d986c
4c49ed010405b8ce42a
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dabfce6b547a68ba410
762f92beb5e25919a74
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c9c6939cb45bfd22d3b5
0aa7a8c026553f59530
2d151400199121f70f3b
4055b029169ab30c540
48213007810cd3dea37
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ca337c7130eef4f4ff8e8
11d9cd548442a8b05fc6
29859e9215c10ae65d8
38cd00a778336f4c7f71
7d82a9c9035cae8e37a
bfa13b57730fa93e578e
41d01094a84bfec68e5
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a582b7fa8679599e92f4
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e78c7d88b13b73ec3ad
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2d59911040a480a6fbd
6145dda9d02930aa660
66a92a0e127937b30b2
7fcbb3e0b3eca4f8afb0
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d8c7d853d3af593805d
42690ba1c32db5953ec
51ac1f5678e06099535
8511d6f0f88513a41f6f4
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c4e99a4659c83674ba2
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d3cfe8928612620e379
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8f22758b941d97d837c
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f92ed77eb41b9e7a0ca
160554cd8d60cd765a7
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bb08f66c2e01a5c50bd
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39e312e75a9ba302dc0
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e567f8df80e369ce2428
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981381d498829422bc5
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2663090a836e85d5351
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ce100fde64debf0f6be0
d599cfe7691e8499941
8ca35b7867e23a1bbb0
309927a03b7a5ad7e59
70de91644acaf42fdc6a
4d17be1a72d95317461
b3fc285d436b92d018d
369b4dd7a6a31aff7d26
4bd82da426f6b59e08b
e62c896825a6d186f34
85996570ce59c7ee233
3e3f455835f8ecfddbfb5
44e5f6b16ab566006f4d
450133d1a59668c24a9
643a301cfbaf9e1cde30
7c3d183ed1f9008eea7
95cbd0bd12d72516065
9ed6d5d5518ffee73148
a2f65bdcb4c12990157
a32e5fe96bf226faf5040
c1fcb12f4bd35ee74109
cf36089d8aada316b41
ed5f4c1bdd5d4f631b7f
f48925cffe9abf89c3837
420898bf8cd9027303b
57aa0b61af4b4997bd6
d886d51b2540ea15d20
4c41f129572df46a1043
69a0ece450ac429d129
89b21e0bdc3be808c42
6eb9ff4faa669bc7db17
845853fa91b31c234f77
f0c97dcb65a030a214f6
6aaee434a4b2a7cab3b
99ef2192829052369f62
9c92b0a4f0d42e4854b
a35a0bde66d9c02f371
b25153d2ace83a464db
f4ae90f34db2b09dd14e
72b9dc09e641937ab99
96b14c03ea5bb2e3f55
e094ce96a4f634f28b97
ae0a3510974114548fe
76dc6d20c47efbf1544e
9935b34b16a93eb2ef8
aacf8de664d76b4624c
b488bdeeaeda94a273e
bed6fc04aeb78581574
cbf729eace9735977cf5
ce3c6143b3e10cf00fee
cf79091ecc42a3568967
f8a509a13601bcb0170

REvil
Affiliate structure

Sodinokibi research Blog

https://securingtomorrow.mcafee.com/other-blogs/mcafee-labs/mcafee-atr-analyzes-sodinokibi-aka-revil-ransomware-as-a-service-the-all-stars/


Was the similarity a coincidence?



Social Engineer a Decryption

Fooling the Crab



Things we learned:

Agile (Malware) coding has a higher chance of exploitable mistakes
Investigate a RaaS as a Business and look for the administration

Hard coded ID number analysis helps find:
- Key Affiliates
- Early insights in RaaS changes
- Potential disruption targets
- Provide distribution insights
- Chain of Custody (Victim-Sample-Affiliate)

It is up to us (SEC industry) to go step further in the analysis, LEA 
doesn’t always have that option but are faced with the same 
problem….
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